® What your bank is doing
to protect you

® What you can do to
safeguard yourself




Online Banking
“The Future Is Now"™

aing the conveniance of banking onling
u‘; ang of the major advantagos of our

now finanadlal teohnolagy, In fact,
banking online is juat as safe and relisblo as
aaing ta the bank in paraon, Conaidar thoao

advantagos:

B CONVENTENT=RBank anytime and just about
anywhare, As lang as you hiave o computar with
an Internat conneation, our “online bank® i
opan 24/7—that'a convenienos

B SAFE & SECURE—Hy banking anling, you
aan aotually noreass the safaty and sacurity of
your finaneial information beoause you oan
chock your accounts fragquantly, not just once a
manth or anos o quarter, If somoeans has
Hagally accasaad your aooount, you will knaw
it guickly and can take immadiate action,
Fraquant manitaring is the bost protection for
your parsonal information,

B RELIABLE—Your anling banking
transactions offer the same accuracy and
raliability as doing business via telaphone or
thraugh an ATM, You can got raal-tima balanoss
and Immadiate transfors botwaon nccounts.

Whathar conducting online transactions at
your bank or simply “surfing” the Intarnet,
gommaon sanes pracautions can holp safoguard
your peraonal information from (dentity theft
and account Traud,

WHAT YOUR BHANK I8 DOING

B GETTING STARTED—You imuat Tirat apply
far anling banking in arder to secons your
finanalal Information online, Talk to o
raprasantative al your bank 1o learn more,




B SECURE AREA—In order to conduct
business such as reviewing your agoounts or
paying billa with your bank anline, you must
firsl antor a socurn arpa on your bank's wobaita,
lhe Internet browser on your homaes caomputer
must b able to support the leval of enaryption
raduirad by your financial inatitution's ascura
anling banking systom, Il your browsor cannat
support this anoryption, you may ba required to
inatall a mare gecira varaion of your browaer.

B PASSWORD PROTECTION—Uafors using
online banking servioss, you must first oroate a ‘
ugar LD, and spcrat paasword, This asauros

that you, and anly you, havo accons ta your
sogounts,

B ENCRYPTION—Onco anling with your bank,

yaur transactions and parsanal information aro
seoured by enoryption soltwars that converts
tha infarmatien nte code readable by only you
and your bank,

B PFRIVACY FPOLICIEE=Bank privacy polioles
protecting your paracnal and financial

infarmation are stringent and anforcod, Each
oustomars conflidential information s treated

with the utmost eara, maeting or axcasding ‘
fudaral and ntate mandatan, Your truat in our

buslnoss, |
WHAT YOU CAN DO

Thara are ascurity proceduras that you can

fellow with your homa computor to snsurs o
sife onling banking experienos:

THE FOLLOWING PROCEDURES SHOULD BE

IMPLEMENTED REFORE ACCESSING
ONLINE BANKING,

B ANTI-VIRUS SOFTWARE—AnNLi-virus
software should be Installed on all Internet-
aonneoted ﬂﬂl“l'll'.'!l.ltﬂl"ﬂ. And becauss new virusos
are amarging daily, it is sasontial o configurs
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yvaur antl-virus saftwars 1o both chock for and
updata yaur antl-virus signaturos dally,

B PATCH MANAGEMENT=Most homa
camputars run an u[:l:lrnlh‘lu ayatam and
productivity software croatod by Microsaft,
Homa computars connectad to the Internat
hava the ability to check for avallable patches
ta fix known oxplaits in those programa and
oparating systams. Homa computers can alsa
be configured to automatically ba notified of
now patchos, as Microsoft makos tham
avillablo,

B ANTI-SPYWARLLE BEOIFTWARE=Tha larm
“mpywars” covors a broad catogory of
mallolous soltware deslgned to Intercept or
take partial contiol of o computer's oparating
nyatom without the infarmad conaont of that
maching's ownar or legltimate usor, All hamae
computars connactad to the Internet should
hava a rolinblo program 1o acan for the
prasancs of spywara an tholr camputors,

B FIREWALLE=A firawall I8 a proteotive layer
botwaan your camputar and the raal of the
Intarnot, Thare ars a number of subscription-
hasad prodicts that are offered {(MoAfes,
Moartan, ole. an wall aa aoma frao producta
{(ZansAlarm, Micrasoft firewall availablo with
Windows XP Sarvios Pack 2, ato,) At a
minimum, you ahotld have a software Tirewall
installad on yaur hame computor to provant an
outsida intrudar from galning access,

USING ONLINE DANKING

B PASEWORDE—Your passward (s the koy

that allows noceas 1o your finanalal |
infarmation, Den't uas o passward that ia aaay

{or athores to guess o.q, birth datos, social

goourity numbars, mothers malden nama,

child or pat namas. Inatend, use a password

that containe a varioty of lotters, numbara and
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symbaols and changa it regularly. Do not tape it
to your compiitar manitor and do not fie it in
your rolodox undor “Password,”

B ENCRYPTION==I{ you acoass your finanaial
ncoounta through a secure wab page with your
Bank, tha infarmation you transmit s almant
oortainly snorypted, Howaver, amall (s
fraquently unencryptad, ao even if you accoss
it fram a socurad wob pago, bo wary af
wunding sonsltive Infarmation such as acoount
numbars, passwords and othar parsonal
information thraugh amail.

B DISCONNECT—Always log off proparly
after you have completad your online
Bualinaan. Follow the aocura aran axil
instructions to ensure the protection of your
Hinanoial information.

W SPAM WITH VIRUSES—RBolore aponing
amalls ar attachmants, make sura they are froe
of any viruses or known axploita. The bost way
1o do thia is 1o make aure your anti-virus
softwara (s currant and scans your emall as it
B receivad,

B PHISHING—Fraudatars will dosign Take
wihiniton that use a wab addross docoptivily
aolose to that of a genuine business. Thair goal
i8 1o lire you intoe giving tham poraonal
infarmation, such as your account numbaer and
password, Tho orooks oan then put charges on
your cradit card, ateal from your accounts and
avan atoal your idoentity, Always onsuro that
you ara raally on your bank's website bafore
logaing on. Whan in doubt oall your bank.

*= Faderal Deposit Insurance Corporation
http:fvww. fdic.gov

= Board of Governors of the Faderal Resorve System
hitp:fiwww. faderalronsrva.goy



= Offica of the Comptrollar of tha Currancy
WP/ WW. 000, TFaas. OV |
= Offioa of Thrift SBupervision
WEPYAVWW, DTS, TFraas. OV
¥ Fadaral Trade Comimiaslon

Wup/iwwin. 1o, oy

ANTI-VIRUS RESOURCIS

= MicAfas Antl-virus (by Network Assoclates)
http//iwww.menfos.com

= Norton Antl-virus {by Symantag)
hitp/iwww. aymantad.eam

= ZanoAlarm (by Zanslabs)
hitp://www.zonalabe.com

= AdAwars (by Lavasalt)
hitp:/fwww, adawsrs, com

= Miorosolt AntiSpywars
http://www, milorosatt, oom
{m@arch an antispywars)

New Millennium
B A N K

www.nmbonline.com
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www. AmarlonnCommuniiybankers.com



